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The Shift in Al Capabilities

Read-only / Advisory

Advises engineers on decisions
Generates code and suggests fixes
Summarizes logs and metrics

Requires human action to execute
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CROSSING THE
THRESHOLD

Write-access / Executory

Autonomously diagnoses issues
Executes changes in production
Remediates incidents at machine speed

Operates continuously without human triggers
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Al in Global Production Environments

ms

Autonomous Monitoring Remediation at Machine Speed Staging Boundaries Left

Agents are no longer isolated to staging or dev environments — they operate in mission-critical infrastructure.

02 They actively monitor, diagnose, and remediate in live global production at speeds no human team can match.

SRE is fundamentally changing: from managing systems to managing the agents that run the systems.
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THE NEW SYSTEMIC RISKS

What Happens When Al Gets the "Keys to the Kingdom™"?

Business Risk

A

Write-access introduces an entirely new class of systemic business risk unlike anything in traditional SRE.

Cascading Errors

Autonomous systems can make unpredictable decisions — hallucinations applied to infrastructure cause cascading failures.

External Manipulation

Prompt injection attacks can compromise Al agents and turn them into unwitting tools for infrastructure sabotage.

Conclusion: We must fundamentally rethink SRE and security strategies before granting full autonomy.
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TRACK 1

The Management
Imperative

Strategy for Al-Operated Infrastructure

> | Quantifying ROl vs. Costs of Autonomous Agents

> | Defining Operational Boundaries and Safe Zones

) | Agentic Oversight and Human-in-the-Loop Governance
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TRACK 1 - RETHINKING SRE STRATEGY

The New Operational Paradigm

Human-Led Response Al-Assisted Response
. . Al surfaces root cause
On-call engineers diagnose alerts .
recommendations
Manual runbooks executed step-by-step Engineers execute with Al guidance
Response time measured in minutes Response time compressed to seconds

Leadership's new role: Architecting governance, not just infrastructure.
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Al-Led Remediation

Agents diagnose and execute
autonomously

Humans supervise and govern

Response time at machine speed
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TRACK 1 - ROI OF AUTONOMY

The Promise vs. The Reality

]
/A HIDDEN COSTS

Faster MTTR High Compute Costs

Mean Time to Resolution reduced from minutes to seconds via Token consumption and model execution at scale is expensive and
autonomous remediation often underestimated

24/7 Automated Scaling Foundational Model Risks

Infrastructure scales predictively without on-call human Hallucinations, model drift, and vendor dependency create
intervention systemic fragility

Predictive Maintenance Integration Overhead

Connecting agents to production systems safely requires significant

Agents identify degradation patterns before failures cascade . Lo
engineering investment
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TRACK 1 - COST-BENEFIT ANALYSIS

Token Costs vs. Engineering Hours

Token Consumption at Scale

Evaluate API call frequency, context window sizes, and cumulative monthly token spend across all deployed agents and pipelines.

Al vs. Human Capital Costs

Compare Al operating costs (compute, API, infra) against fully-loaded SRE engineering hours including on-call burden, benefits,
and tooling.

The Break-Even Point

0 3 Determine the incident volume and MTTR improvement threshold at which autonomous agents deliver positive ROl over
traditional human-led SRE.

Token Cost/Month Engineering Hours Saved MTTR Improvement Break-Even Incident Volume
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TRACK 1 - RISK MANAGEMENT & BUSINESS VALUE

Translating Al SRE to the Boardroom

Communicating Al Value to Stakeholders Aligning with Business Objectives

Frame autonomous infrastructure gains in business language: uptime
percentages, cost per incident, and competitive advantage—not
token counts.

Map agentic efficiency directly to SLA compliance, revenue-protecting
uptime, and the cost of engineering hours freed for innovation.

Proactive Risk Management Governance as Business Value

Position autonomous SRE not as a risk, but as a business continuity Demonstrate that proper Al governance reduces liability exposure
driver—systems that self-heal before customers ever notice a and regulatory risk, making autonomy a defensible, board-approved
degradation. strategy.
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TRACK 1 - AGENTIC OVERSIGHT

Who Watches the Watchers?

Cultural & Operational Governance

Establish clear ownership of Al agents — who is accountable when an agent makes an error? Build a culture of human
accountability alongside machine autonomy.

Human Approval vs. Full Automation

0 2 Delineate precisely which actions require a human sign-off (e.g., schema migrations, traffic cutoffs) vs. which are safe for agents to
execute autonomously.

Telemetry & Audit Trails

Implement comprehensive telemetry to log every agent decision, action, and outcome. Auditable Al is governable Al — and
governable Al is defensible Al.
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TRACK 1 - OPERATIONAL BOUNDARIES

Fencing the Al

v /A DANGER ZONES — Human Approval Required
Auto-scaling compute resources B Database drops or schema migrations
Log rotation and archival ' Traffic cutover or failover
Read-only diagnostics and tracing B Security group or IAM changes
Non-destructive config reloads ™ Production secret rotation
Health check remediations W Irreversible data deletions

Guardrails must be environment-aware: rules for Dev/Test differ fundamentally from Production.
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TRACK 1 - HITL SPECTRUM

Degrees of Autonomy

Al Suggests Al Acts
Human Acts Human Approves

Al surfaces recommendations.
All execution requires human
action.

Al queues actions. Human reviews
and approves before execution.
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Al Acts
Human Supervises

Al executes autonomously.

Humans

monitor and can intervene.

L4

Full Incorruptible
Autonomy

S

Human-out-of-the-Loop

Fully autonomous Al with
architectural safety guarantees.

More Autonomy W
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TRACK 1 WRAP-UP

Strategic Governance

Autonomy is only valuable if it is controllable and cost-effective.

' Uncontrolled autonomy is a liability, not an asset.

Management's imperative is to define the rules of engagement before the architecture is built.

Governance must precede deployment — retrofitting it later is exponentially harder.

Align every autonomy investment to a boardroom-ready business case.

m.| Uptime, SLA compliance, and cost reduction are the language of leadership.
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THE DUAL-TRACK ROADMAP

Track 2: Security Blueprint

TRACK 02
Security Blueprint

Architecting Incorruptible Autonomy through Defense-in-Depth.
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THE DUAL-TRACK ROADMAP

The Evolution of Al Autonomy

] M

Phase 1: Chatbots Phase 2: Copilots
Answer questions. Read-only access. Zero Propose code/actions. HumanReviews
production impact. catch errors before execution.

Phase 3: Agents

Execute multi-step loops independently.

Direct write access.
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THE DUAL-TRACK ROADMAP

Technical Gap: Copilot vs. Agent

suggestions caught by code review. Operates in User

Context. Threat is minimal to production.

Autonomous Agent

Bypasses human validation. Operates in Service Context.
Production write-access by design.

RESULT: EXECUTIVE IMPACT
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THE DUAL-TRACK ROADMAP

The RAG Attack Surface Taxonomy

Attacker embeds malicious instructions in white-on-white text

in support documents.

"3,200 records exfiltrated in 12 minutes. Traditional security missed

it."

=iy #9
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THE DUAL-TRACK ROADMAP

IARA: Seven Pillars of Security

i { ) o X

Identity Intent Agentic State Temporal
Verification (ASV)

QO O, i V4

Blast Radius Observability Audit Compliance
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THE DUAL-TRACK ROADMAP

Pillar 1: Cryptographic Identity

SPIFFE/SPIRE Integration

Eliminating static credentials. Every agent receives a short-

lived X.509 certificate that auto-rotates every hour.

SPIFFE/SPIRE Identity Flow

@

Agent Boots
Requests identity

@

Agent Operates

Presents cert for
all operations

g

@

After 1 Hour

Cert expires
Auto-rotation

©

SPIRE Validates

Workload attestation

v

@

Issues X.509 Cert
TTL: 1 hour

‘_\

Security Benefits

¥ Zero standing privileges

¥ Auto-rotation (1hr TTL)

v Compromised cert expires
v No secrets in code/config
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THE DUAL-TRACK ROADMAP

Pillar 2: Semantic Guardrails : Intent Verification Flow

1. User Request Received Example: Mismatch Detection

LTIgiNe ntent ca T.'LH'D(:
= y : User Intent:

"Investigate Issues"

+ Agent Action:

-
"Export Data"
2. Context Separation P
em vs. User instructions N SEMANTIC MISMATCH DETECTED
d t youndarie
\
Co n
e Human Review
Confidence < 0.70=Human Gate @ [ -~~~ ~~~~—=—==7==7=77777= Manual approval
Confidence = 0.70 = Auto-execute required
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THE DUAL-TRACK ROADMAP

Pillar 3: Agentic State Verification

Reasoning Verification: Cryptographic Logic Binding

4-S

(ep r

1 Reasoning Trace Capture

2 Hash Generation (SHA-256)

3 Action Execution

4  Verification Gate

Verification Flow

HALLUCINATIONS CAUGHT

v Hash Match = EXECUTE

X Hash Mismatch = BLOCK
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THE DUAL-TRACK ROADMAP

Pillars 4+5: Containment Control

om

Rollback
Temporal Boundaries Blast Radius Control
JIT permissions with 5-minute TTL. Progressive rollout: 1% — 10% — 100%.
Credentials auto-expire after execution. Automated 30s rollback circuit breakers.

| - N - -

Canary — Limited — Full Production

trigger

Auto-expiration at 5 minutes
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THE DUAL-TRACK ROADMAP

Pillars 6+7: Complete Visibility

Pillar 6: Observability - Why vs. What

Capture reasoning traces, not just action logs.
Provides the "Explainability” required by GDPR Article 22.

Observability Benefits

+ Root cause analysis from agent reasoning

» Debugging failed operations with full context
* Compliance traceability for auditors

+ Pattern detection across agent behaviors

+ Real-time anomaly detection

Pillar 7: Immutable Audit Trail

Tamper-proof, append-only logging.
WORM storage for 7-year SEC/FINRA retention requirements.

\/ HIPAA Section \/ SOC2 Trust

164.312(b) Criteria

Append-Only Architecture

Audit Trail Benefits
» Forensic investigation after incidents
* Regulatory compliance (SEC, FINRA, HIPAA, GDPR)

* Proof of agent accountability
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THE DUAL-TRACK ROADMAP

IARA Reference Architecture

4 Pillars & 7 Layers

|dentity

JIT Permissions

Al & The Future of Platform Engineering - IEEE -

Intent & Reasoning Verification

Execution & Audit

April 9, 2026

oy
LAYER 1

Identity
SPIFFE/SPIRE
X.509 Certificates

1-hour TTL

Auto-rotation

IARA Reference Architecture

Layered Defense System for Autonomous Agents

LAYER 2
Intent + Reasoning Verification
Intent: Action aligns with request?

Reasoning: Reasoning matches action?

Blocks prompt injection + hallucinations

IARA

Incorruptible Autonomy
Reference Architecture

LAYER 4
Execution + Audit
Blast radius containment
Complets observability
Immutable audit trails

Tamper-proof logging

R

h
X

LAYER 3
JIT Permisslons
Temporal credentials
S-minute TTL
Scopad to action

Auto-expires
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THE DUAL-TRACK ROADMAP

OWASP Threat Validation (17/17)

OWASP LLM Top 10 (2025) OWASP Agentic Top 7 (2026)
LLMO1 LLMO2 AAD01 AAD2
Prompt Injection Insecure Output Unbounded Autonomy Tool Hijacking
¥ Intent Verification + ASV Protocol ¥ Governance + JIT Permissions

Memory Poisoning

¥ Integrity Checks

-

LLMOG LLMOSB AAD4 AADS
Data Disclosure Excessive Agency Cascading Failures Goal Misalignment
¥ Observability ¥ JIT + Blast Radius ¥ Circuit Breakers ¥ Intent + ASV
~ =4
LLMO9 AAD6
Overreliance Multi-Agent Collusion
Infrastructure defenses
¥ ASV + Human-in-Loop * : " ¥ Cryptographic ID
s ~
AAD3 AADT

Adversarial Env

¥ Input Sanitization

17 1 17

100% Coverage
IARA defends against ALL known OWASP risks for LLM and Agentic Al applications
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THE DUAL-TRACK ROADMAP

Phased Production Rollout Plan

Phase 3: Production

Logged only. Learning mode. Identify tool usage Execute but don't commit. Validating reasoning Low-risk write access. Canary rollout with auto-

patterns. vs reality. rollback.

'Require Human Approval If: Confidence < 0.80 OR Blast Radlius = CRITICAL."
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When Agents Go Rogue:

A stark reminder of why Incorruptible Autonomy (IARA) is not optional.

(0| HUMAN HUMAN
. Jailbreak . Exploit & .
Targeting Reconnaissance P . Documentation
& Setup Extraction
Human selects Trick model into Autonomous network Credential theft, Al auto-generates
~30 global targets 'defensive test' role mapping & enumeration lateral movement, exfil attack reports & handoffs
Ops executed by Al Global targets attacked Detection date Threat actor designation

Without Identity of Agents (loA), prompt validation, and strict Just-In-Time (JIT) permissions, autonomous systems become weapons against the
infrastructure they protect.
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The Blueprint for Agentic SRE

MANAGEMENT Measure ROI Carefully

m.l - Quantify token costs, compute overhead, and — . e = . .
. . . . Establish a break-even model before committing Set clear cultural and operational boundaries —
integration effort against MTTR gains and on-call

. to full autonomous deployment define human approval thresholds explicitl
reduction ploy PP P y

Implement the 7-Pillar IARA Model

Deploy the Incorruptible Autonomy Reference

. Enforce environment-aware guardrails: Dev/Test Build telemetry, audit trails, and human oversight
Architecture across all agent-enabled . . o
. vs. Production rules must differ fundamentally checkpoints into every agent workflow
infrastructure
Zero Standing Privileges for Al Agents
Q Never grant permanent, standing privileges to Implement Identity of Agents (IoA): every agent Validate all inputs for prompt injection; treat
any Al agent — enforce Just-in-Time (JIT) access must be uniquely identifiable and accountable agent input surfaces as a primary attack vector
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Next Steps for Technology Leaders

STEP 1

e

Audit Your Copilot Integrations

Map every Al tool currently deployed in your organization. Identify which have write-access, APl execution rights, or autonomous
trigger capabilities — even if they were originally deployed as advisory tools. Shadow autonomy is the first threat to address.

Begin the Transition to Zero Standing Privileges

Inventory all service accounts and API keys currently held by Al tools. Begin migrating to Just-in-Time (JIT) access models where agents
request, receive, and automatically revoke permissions per-task. This eliminates the blast radius of any single compromise.

Design for Incorruptibility Before Enabling Full Autonomy

Do not activate full agentic autonomy until your infrastructure is architecturally hardened. Implement the IARA framework, deploy
Identity of Agents, validate all prompt surfaces, and build human oversight checkpoints. Governance before autonomy — always.
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Questions & Answers

Thank you for attending.
Ankush Sharma o Kunal Kannav &
Senior Engineering Manager Principal Site Reliability Engineer

£ 7.7 ~

y

Observability for
Large Language
Models

Site Reliability and Chaos Engineering for
Al at Scale
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