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Smarter transportation for smarter and greener cities
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RAILS S2R Project @project_rails

RAILS
Roadmaps for AI integration in the raiL Sector

https://rails-project.eu/ 
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Structure of the RAILS project

D
IS

CO
VE

RY

State-of-the-Art of AI in the Railway Transport

Dissemination and Future Roadmaps

AI for Rail 
Safety and 

Automation

AI for 
Predictive 

Maintenance 
and Defect 
Detection

AI for Traffic 
Planning and 
Management

Taxonomy of AI in Railways,
State-of-the-Art, State-of-Practice 

Challenges and Opportunities

Pilot Case Studies to assess the 
potential and effectiveness of AI 

in selected Railway areas

Suggested steps for the
integration of AI in Railways

AS
SE

SS
LE

AR
N

N. Bešinović et al., "Artificial Intelligence in Railway Transport: Taxonomy, Regulations, and Applications," in IEEE Transactions on Intelligent 
Transportation Systems, vol. 23, no. 9, pp. 14011-14024, Sept. 2022, doi: 10.1109/TITS.2021.3131637

Ruifan Tang, Lorenzo De Donato, Nikola Besĭnović, Francesco Flammini, Rob M.P. Goverde, Zhiyuan Lin, Ronghui Liu, Tianli Tang, 
Valeria Vittorini, Ziyulong Wang, A literature review of Artificial Intelligence applications in railway systems, Transportation 
Research Part C: Emerging Technologies, Volume 140, 2022, 103679, ISSN 0968-090X, https://doi.org/10.1016/j.trc.2022.103679 
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Focus on WP2:
AI for Rail Safety & Automation



Francesco Flammini 

Current automatic train management functions
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Moving block railway signalling

Flammini, Ind Eng Manage 2013, 2:5 DOI: 10.4172/2169-0316.1000120



Francesco Flammini 

Grades of automation in railways
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Intelligent Train Control

Flammini, F., De Donato, L., Fantechi, A., Vittorini, V. (2022). A Vision 
of Intelligent Train Control. In: Collart-Dutilleul, S., Haxthausen, A.E., 
Lecomte, T. (eds) Reliability, Safety, and Security of Railway Systems. 
Modelling, Analysis, Verification, and Certification. RSSRail 2022. 
Lecture Notes in Computer Science, vol 13294. Springer, Cham. 
https://doi.org/10.1007/978-3-031-05814-1_14 
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AI4RAILS 2020: first studies on AI for Obstacle Detection in railways
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Grades of Intelligent Train Control



Francesco Flammini 

MAPE-K Loop for Intelligent Train Control
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Levels of intelligence in railway control and supervision
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Trustworthy artificial intelligence

https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai

F. Flammini, C. Alcaraz, E. Bellini, S. Marrone, J. Lopez and A. Bondavalli, "Towards 
Trustworthy Autonomous Systems: Taxonomies and Future Perspectives," in IEEE 
Transactions on Emerging Topics in Computing, doi: 10.1109/TETC.2022.3227113.



Francesco Flammini 

Explainable artificial intelligence

https://www.darpa.mil/program/explainable-artificial-intelligence 
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AI for safety critical systems

▸ https://www.eetimes.eu/2019/02/20/ai-tradeoff-accuracy-or-robustness/
▸ https://dorsa.fyi/cs521/
(IBM Research)
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Applications of explainable AI
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A real-world example

Francesco Flammini, Stefano Marrone, Roberto Nardone, Mauro Caporuscio, Mirko 
D’Angelo, Safety integrity through self-adaptation for multi-sensor event detection: 
Methodology and case-study, Future Generation Computer Systems, Volume 112, 
2020, Pages 965-981, ISSN 0167-739X, https://doi.org/10.1016/j.future.2020.06.036.
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Custom MAPE-K for multi-sensor event detection

Exclusion mechanism: at every step k, the raw data di(k) captured by each sensor i, and the decision 
D(k) taken from Voting are used to analyze the system and compute the new sensor reputation rpi(k).

DYNAMIC BAYESIAN NETWOKS 
(supporting XAI)
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Digital Twins as Run-Time Predictive Models 
Start

Dep. target 
achieved?

Shut-down and 
switchover to 

fallback procedure 
or redundancy

Stop

No

Yes

Build reference 
DT model

Instantiate DT 
model with initial 
configuration data

Evaluate DT model 
to estimate system 

dependability

Update DT model 
with new plan/
configuration

Compute plans/
reconfiguration 

options

Acceptable 
options exist?

Fault or 
anomaly?

No

Yes

Yes

No

Select optimal 
plan/configuration

Execute system 
plan/configuration 

and update DT 
with field data

1

2

3

4

5 6

7

8

RUN-TIME

DESIGN-TIME

CONTINUOUS 
MONITORING

Shut-down or 
switchover

CPS 
operational

S1 - nominal

no fault/anomaly

S4 - compromised

critical fault(s)

Critical
fault/anomaly

S3 - heavily degraded

multiple faults/anomalies
Critical fault/anomaly resolved 

by excluding components

S2 - degraded

minor fault/anomaly

Minor 
fault/anomaly

Dependability target 
achievable 

with current 
plan/configuration

Dependability target 
non achievable 

Dependability target 
non achievable

Minor fault/anomaly

Dependability target achievable
with current plan/configuration

Dependability target 
non achievable 

Critical fault/anomaly

Critical fault/anomaly 
recovered

Additional fault/anomaly resolved

Fault/anomaly 
resolved

Critical
fault/anomaly

Continuous monitoring and planning and 
reconfiguration through DT run-time models.

State-chart describing the transitions among nominal, degraded and compromised 
states in self-healing CPS.

De Donato, L., Dirnfeld, R., Somma, A. et al. Towards AI-assisted digital twins for smart railways: preliminary 
guideline and reference architecture. J Reliable Intell Environ (2023). https://doi.org/10.1007/s40860-023-00208-6
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Safety integrity levels depending on reconfiguration

SIL requirements for continuous operation in IEC 61508

Francesco Flammini, Stefano Marrone, Roberto Nardone, Mauro Caporuscio, Mirko 
D’Angelo, Safety integrity through self-adaptation for multi-sensor event detection: 
Methodology and case-study, Future Generation Computer Systems, Volume 112, 
2020, Pages 965-981, ISSN 0167-739X, https://doi.org/10.1016/j.future.2020.06.036.
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Process mining

Caporuscio M, Flammini F, Khakpour N, Singh P, Thornadtsson J (2019). Smart-Troubleshooting 
Connected Devices: Concept, Challenges and Opportunities. Journal of Future Generation of Computer 
Systems (Elsevier), vol. 111, pp. 681-697, October 2020, doi: 10.1016/j.future.2019.09.004

Singh PJ, Flammini F, Caporuscio M, Saman Azari M, Thornadtsson J (2020). Towards Self-Healing in the Internet of 
Things by Log Analytics and Process Mining. In Proc. ESREL2020 - PSAM15, 30th European Safety and Reliability 
Conference and 15th Probabilistic Safety Assessment and Management Conference, Venice, Italy, June 21-26 2020
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DT architecture for anomaly detection

A. D. Benedictis, F. Flammini, N. Mazzocca, A. Somma and F. Vitale, "Digital Twins for Anomaly 
Detection in the Industrial Internet of Things: Conceptual Architecture and Proof-of-Concept," 
in IEEE Transactions on Industrial Informatics, doi: 10.1109/TII.2023.3246983.
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DT-in-the-loop for mixed-reality testing of ML systems
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Summary of key technical recommendations
Work on common dataset generation and sharing to train and/or benchmark novel 
data-driven technologies, as well as data augmentation, automatic labelling, and new 
paradigms as deep transfer learning to support domain adaptation

Combine Cognitive Digital Twins, autonomic computing through self-adaptation (MAPE-
K) and distributed levels of intelligence (edge-fog-cloud) to enable on-line predictive 
analyses and pro-active safety

Develop mixed-reality simulators to improve effectiveness and efficiency of AI testing

Research on trustworthy artificial intelligence (e.g., robustness through ML redundancy 
and diversity, transparency and explainability to manage ethical and legal implications, 
etc.) as a key paradigm to enable autonomous train operation
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Thank you for your kind attention!
Questions?


