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Security Audit has become 
a complex business 
undertaken, yet extremely 
essential for business 
resilience.
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Efficient Security Audit
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Security Audit Framework
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Types of Security Audits
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Security Audit, Compliance and Standards

• PCI DSS
• GLBA
• HIPPA
• SOX
• FISMA
• ISO 27001/2
• COBIT
• California Security Breach Information Act
• GDPR
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Audit Trail Analysis
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Security Audit Policies

• Activities to be audited
• Deviation from security policy, process 

or guideline
• Abnormal, symptomatic behaviour or 

activities
• Gap and lack of appropriate 

implementation or exercise of certain 
security controls or adherence to 
compliance or standards
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Security Monitoring & Correlation
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Controls Effectiveness & Efficacy

• Controls effectiveness & efficacy 
• Maintenance and operation
• Gaps
• Cost optimisation and residual risk
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Security Audit Management
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Summary

• Security Readiness: Create and Assess
your detection, protection, response,
recovery and compliance policies,
practices and operations.

• Controls Efficacy: Test your security
controls, processes, procedures and
operations to ensure they are effective
and dependable.

• Proactive Practice: Conduct security
audits on a proactive basis.

• Continuous Practice: Conduct regular
security audits.
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Cyber Science 2022 Conference, Cardiff, Wales, United Kingdom

https://c-mric.org

https://c-mric.org

Deadline for call for papers is February 28, 2022
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https://cyberframework.c-mric.com

https://cyberframework.c-mric.com


